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Abstract. Evaluation of software architectures is an important activity to the
quality of software systems, as it verifies conformance and completeness of
such architecture regarding requirements and goals. In another perspective,
Systems-of-Systems (SoS) have emerged as a new class of software systems,
which aggregates independent and heterogeneous constituent systems for
performing new, emergent capabilities. Likewise, evaluation of SoS software
architectures is also important for ensuring that important quality attributes
are met in the SoS. The main contribution of this study is to present current
challenges for evaluating SoS software architectures and point out important
perspectives of research in that direction. We observe that despite the several
proposals for evaluating software architectures of SoS, there is still no
consensus on exactly what should be evaluated in such architectures.
Moreover, there are several difficulties that need to be overcome.

1. Introduction

Software architecture is essential to the success of software intensive systems and plays
a key role in determining the quality of software systems. Decisions made at the
architectural level directly enable, facilitate, or interfere in the achievement of business
goals as well as of functional and quality requirements [Bass et al. 2012]. In this
context, the architectural evaluation can be used for comparing and identifying strengths
and weaknesses of different architectural alternatives. Evaluation can also guide the
maintenance or indicate new opportunities for enhancing software architectures. Finally,
evaluation is essential for ensuring that software architectures meet desired quality
attributes [Bosch 2000].

Several approaches for evaluating software architectures can be found in the
literature. Bosch (2000) identify four main groups for these evaluation approaches: (i)
experience-based methods, which are based on previous experience and domain
knowledge of consultants or developers; (ii) simulation-based methods, which typically
rely on a high level implementation of the software architecture for evaluating its
performance and accuracy; (iii) mathematical modeling methods, which use
mathematical proofs for evaluating operational quality requirements, such as
performance and reliability; and (iv) scenario-based methods, which evaluate a



particular quality attribute by creating scenario profiles. Each scenario describes an
intended use of the system by means of a concrete description of the quality
requirement. These scenarios help to identify architectural risks and its potential
consequences through an efficient and scalable way.

In parallel, software-intensive systems have become increasingly large and
complex, with their considerable dissemination in various application domains. In this
context, Systems-of-Systems (SoS) result from the integration of several constituent
systems that operate independently and could potentially be developed using different
technologies and platforms. An adequate integration has been more and more necessary
to promote cooperation among these independent systems in order to provide more
complex functions, which could not be provided by any system working separately. SoS
has been proposed for different domains, in particular, for critical embedded systems,
such as medical systems, airport systems, robotic and automotive [Nakagawa et al.
2013].

Besides interoperability, several other quality attributes are critical for SoS (e.g.,
performance, reliability and flexibility). However, it is quite challenging to meet these
quality attributes in SoS, as their constituents are often developed and maintained by
different organizations. Moreover, these organizations may have their own stakeholders,
development teams, and processes, which collaborate for increasing this challenge. In
this context, the evaluation of SoS software architectures could ensure that these quality
attributes are satisfied from the early stage of the SoS lifecycle. An early evaluation of
the software architecture quality also aids in validating architectural decisions.

In this scenario, the main goal of this paper is to present the main challenges in
evaluating SoS software architectures. For this, it was based on results of a Systematic
Literature Review (SLR)'. In this SLR, we surveyed the difficulties and challenges that
are inherent to SoS evaluation as a way of pointing out new, important research
perspectives in the software architecture area. Overall, 16 primary studies were included
in this SLR. The following discussion builds upon these studies.

The remainder of this paper is organized as follows. Section 2 presents a brief
introduction about current research on evaluation of SoS software architectures and
elaborates on the main quality attributes that have been addressed for such architectures.
Section 3 discusses the main challenges and difficulties for performing this evaluation.
Finally, Section 4 presents our final considerations and perspectives to future work.

2. Evaluation of SoS Software Architectures

Evaluation of software architectures usually occurs after the design of such architectures
but before implementation starts. Nonetheless, an architecture can be evaluated at any
stage of its life cycle [Clements et al 2002]. In particular, for SoS software architectures,
due to their characteristics, we have observed that most works have proposed
application of evaluation methods in the design phase, as well as in architectures already
established, intending to analyze their flexibility and ability to evolution. In our SLR,
we also identified several evaluation methods for SoS. Moreover, we also identified the
most common quality attributes considered during the evaluation of SoS software
architectures. The following sections summarize our findings.
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2.1. Evaluation Methods

The processes for evaluation of SoS software architectures are typically supported by
different methods and techniques. These methods and techniques usually are adapted
and enhanced to create a new proposal for SoS software architectures. Overall, six of
the 16 works propose or use mathematical-modeling evaluation methods, four works
propose or use simulation-based methods, and six works propose or use scenario-based
methods. Among the scenario-based approaches, Architecture Trade-off Analysis
Method (ATAM) by [Kazman 2000] is the most popular one. This method deals with
multiple quality attributes, their relationships, and trade-offs at the architecture level in
order to gain insight about the compliance of the architecture implementation regarding
quality requirements and business objectives. In our SLR, it was not observed a
convergence in using a specific type of evaluation method. Besides that, we did not find
works that consider experience-based methods for evaluating SoS.

The suitability of the methods and techniques usually has been assessment
through expert opinion and experiences in real projects, proof of concept or
demonstration, case study, and application in industry. It is important to highlight that
all works selected to evaluation in the industrial context have proposed to use scenario-
based evaluation methods. This result shows that these evaluation methods have been
well accepted by industry or at least that they could be scalable to SoS.

2.2. Quality Attributes

Evaluation methods can either focus on single or several quality attributes. Through
results of our SRL, all proposed scenarios-based methods do not focus on specific
quality attributes. The main reason is that scenarios-based methods usually focus
on identifying trade-off among different qualities attributes instead of measuring
each quality attribute. However, simulation-based and mathematical modeling methods
usually focus on one or a few tangible quality attributes. The most common quality
attributes considered by these methods are reliability, performance, operability,
complexity, and flexibility. However, we have observed that evaluation methods for
SoS should take into account several quality attributes. Moreover, these methods should
also be able of measuring and classifying these quality attributes in order to support an
accurate comparison among architectural alternatives. This may be possible through the
use of simulation-based in combination with scenarios-based approaches.

Finally, the use of quality models for evaluating SoS architectures would be
relevant, as they would provide standardization for quality attributes of SoS, as well as
establishment of relationships among such attributes. However, none of the works
included in our SLR discusses the use of quality models during architectural evaluation.

3. Challenges

We have also observed that there are several challenges for an adequate evaluation of
SoS software architectures. The following discussion focuses on the main challenges.

The reliability of the communication among constituent systems is an important
factor to the success of SoS [Urwin et al. 2010]. According to Stratton (2009), it is
difficult to ensure reliable communication through an architecture evaluation for several
reasons: (i) constituent systems are usually developed independently by different teams



at different places; (ii) specification of communication requirements is ambiguous; and
(ili)) communication issues are often subtle and remain hidden for a long time.
Moreover, the complex interdependencies that exist among constituents make it difficult
to foresee the behavior of SoS due to an unexpected loss of one of their constituents. In
the worst, SoS could collapse or trigger a cascading failure among their constituents.
These consequences cannot be fully understood only through an architectural evaluation
of the independent systems, as SoS require an evaluation of the effect of
interdependence among constituents on the entire system [Guariniello, C. and
DeLaurentis 2014a].

Regarding the evolutionary and decentralized nature of SoS, it becomes difficult
to ensure, for instance, reliability, security, or performance, using architecture
evaluation methods, which focus exclusively on structural characteristics but ignore
behavior compliance. This could be a problem, as a simple divergence in the
implementation of one of the constituents often reduces performance and reliability of
the entire SoS [Chen et al. 2012, Ackermann et al. 2009 and Zhu et al. 2008]

Finally, an important step to an adequate architectural evaluation involves
identification of metrics to measure features of systems. However, metrics used to
evaluate individual systems can not directly deal with the characteristics of the SoS
[Guariniello and DeLaurentis 2014b]. This happens because the emergent behavior of
SoS usually cannot be captured and evaluated by evaluation approaches that address the
level of constituent systems [Meilich 2006].

4. Conclusion

This position paper briefly presents the most important results of our SLR about SoS
software architecture evaluation. Despite the number of initiatives to evaluate such
architectures, there is still no consensus on what exactly should be considered during
this evaluation. From our results, we observe that main challenges in the SoS
architecture evaluation are due to the complex interaction among constituent systems
and the evolutionary, distributed nature of SoS as well. Therefore, appropriate, scalable
evaluation approaches still need to be developed. Moreover, we envisage that these new
approaches should be able to successfully capture and evaluate the emergent behavior of
SoS.

As future work, we intend to continue our investigation on evaluation of SoS
architectures, updating this SLR as well as identifying appropriate architecture
evaluation methods that consider quality attributes usually addressed by SoS. Moreover,
we will investigate alternatives to combine these methods and techniques in order to
reduce the number of difficulties and challenges that are inherent to this new class of
complex, large software systems.
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